Secure Funding for MDR

FCC Cybersecurity Pilot Program

The FCC announced the Schools and Libraries Cybersecurity Pilot Program, a three-
year, $200 million initiative to explore ways to protect educational institutions from
cyberattacks. Applications open September 17, 2024, and close November 1, 2024.

ActZero MDR is eligible

ActZero is qualified under Category 2 and 4: “Endpoint Protection” and “Monitoring
Detection and Response” in the Eligible Services List. With ActZero, you can ensure your
cybersecurity protection complies with FCC requirements for the Pilot Program.

Managed Detection & Response, includes Endpoint Protection and Extended Detection
and Response (EDR and XDR)

. Why ActZero?
Key Features included . ,
) Coverage across entire IT environment:
with ActZero MDR Collect data from all endpoints, network,

mobile devices, cloud, identity, and email
accounts, using tools such as EDR, XDR, NGAYV,
SIEM, CSPM, log management, and
vulnerability scanning to detect threats
Endpoint Detection & effectively.

Response Better block rate with top EDR: Includes
CrowdsStrike EDR and NGAV licenses enhanced
by our own Al/ML capabilities with an 88%
block rate.

Here is a list of applicable Category 2
and 4 ActZero features/services
written in the same language.

Extended Detection &
Response

Vulnerablllty T e Fewer alerts: Less than 6 alerts per month.
Threat HuntlngIThreat Quick response: Contains threats in ~10
Intelligence milliseconds. <6 min Mean Time to First

Dark Web Scanning Response compared to industry average of 30
247 soc minutes.

Network and Device 247 coverage with analysts available to
Monitoring and Response review detections, triage, and respond to
Compliance Assessment prevent incidents.

Maturity Models

info.actzero.ai/cybersecurity-pilot-program
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https://www.fcc.gov/cybersecurity-pilot/cybersecurity-pilot-eligible-services-list
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